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WHAT BANKS
SHOULD BE DOING
TO PROTECT

THEMSELVES
Financial institut ions can be held l iable for not guarding against fraudulent activ ity

by their customers, but compliance with the Bank Secrecy Act can help lower the risk.

FROM FRAUDSTERS
STEALING FROM

UNSUSPECTING
INVESTORS
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B
e r n a r d Ma d o f f ’s Po n z i
s c h e m e s w i n d l e d u n s u s -
pecting investors out of bil-
l i o n s o f d o l l a r s o f t h e i r
h a rd - e a r ne d c a s h . As t he

mastermind behind what is possibly his-
tor y’s largest and most sophisticated act
of f inancial f raud, Madoff has r uined
countless lives. While Madoff has been
punished for his acts, those who assisted
him w ith his fraud have not. Govern-
ment regulators and overseers who turned
a blind eye to Madoff ’s decept ion have

escaped liability unscathed. The army of
professionals who helped Madoff man-
age and operate his schemes may never
b e held le ga l ly a ccou nt able for t he i r
as s is t ance. Ne ver t heles s , t he t r u s te e ,
I r v i n g P i c a rd , i s m a k i n g s i g n i f i c a nt
progress in collecting money for the vic-
tims of Madoff ’s scheme. And, as new the-
ories of liability emerge, it is possible that
even more money w il l be recovered for
Madoff ’s v ict ims.

One theor y of liabilit y focuses on the
banks that helped funnel the proceeds of
Madoff ’s Ponzi scheme. Indeed, banks are
becoming potential treasure troves for
def rauded investors t r y ing to salvage
what they have lost—and for good rea-
son. Banks are now capable of detect ing
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their customers’ true identit ies, act ively
monitoring their accounts in real time,
and accurately detect ing, pinpointing,
and reporting suspicious activity to reg-
ulator y authorities and law enforcement
agencies around the world. Across the
country, in case after case, banks are being
called to task for having ignored the “red
flags” associated w ith fraud. From the
fai lure to ver if y the sources of money
pouring into previously illiquid accounts
to the often blind acceptance of customer
statements regarding the origin and des-
tination of hefty fund transfers between

related accounts,
these unfortunate
omissions are now
forming the basis
of a new theor y of
civil and criminal
l i abi l i t y tow a rd

which society, as well as courts, can be highly
sympathetic. To mitigate their risk, banks
must steadfastly adhere to the principles
underlying the Bank Secrecy Act. They must
ensure that their compliance programs
cast a wide enough net so that fraudsters
who dominate today’s headlines can be
caught before inflicting significant dam-
age.

The Bank Secrecy Act gives
banks the power to fight fraud
Under the Bank Secrecy Act, all banks must
maintain anti-money laundering com-
pliance programs. These programs con-
sist of internal policies and procedures
des i g ned to safeg uard against abuses
such a s mone y l au nde r i ng a nd ot he r
crimes, including tax evasion, narcotics
trafficking, and terrorist financing. Today,
this watch list also includes fraudulent
act iv it ies like Ponzi schemes. An effec-
t ive internal compliance program w il l
include, among other things, “Know Your
Customer” (KYC) protocols. Through
their KYC checks, financial inst itut ions
are required to determine the true nature
and identity of customers and their busi-
nesses. KYC procedures require banks
to verif y the business and the source of
funds that come into a business account.
They further require banks to actively mon-
itor their customers’ accounts and deter-

mine the legitimacy of transactions to and
from those accounts. If a transact ion is
deemed suspicious, banks are required
to report the transact ion and close the
account. When banks fai l in this oblig-
ation, they may be accused of negligence.

Big banks are feeling the heat
P i c a rd’s re c e nt h i g h - prof i l e l aw s u i t s
against JPMorgan Chase and HSBC rep-
resent just a handful of many such law-
suits. These suits target banks for failing
to live up to the Bank Secrecy Act’s implicit
obligation for them to serve as the finan-
cial regulators’ direct confidants—the
first line of defense against all types of
financial fraud. In the case against JPMor-
gan, Picard is suing the bank for $1 bil-
lion in fees and an additional $5.4 billion
in damages, accusing it of “aiding and
ab e t t i n g Ma d of f ’s f r au d” du r i n g i t s
“decades-long role” as Madoff ’s primar y
banker.1 Separately, Picard is suing HSBC
for 24 counts of financial fraud and other
misconduct and seeks to recover from it
“at least $9 billion” in addition to unspec-
ified punitive damages. In this suit, Picard
claims that HSBC, while marketing Mad-
off ’s funds overseas, was “w illfully and
deliberately blind to the fraud.”2

Smaller banks are also susceptible
Local credit unions and savings and loans
are just as likely to be sued as their global
counterparts. Notably, there is a pend-
ing class action lawsuit against TD Bank
a n d G ibr a l t a r Pr iv ate B a n k of C or a l
Gables, Florida. These small banks are
b eing accused of v iolat ing t heir ow n
compliance procedures, “blindly autho-
rizing” a number of suspicious wire trans-
fers, and disregarding “apparent fraud
w a r n i n g s i g n s” a s s o c i at e d w i t h t h e
accounts of Scott Rothstein, a disgraced
For t Lauderdale attorney who recently
pleaded guilt y for defrauding investors
in a $1.2 bil l ion Ponzi scheme. 3 Smaller
doesn’t mean safer.

It happens all the time
Consider the following scenario, inspired
by one of many recently fi led lawsuits in
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LOCAL CREDIT UNIONS
AND SAVINGS AND

LOANS ARE JUST AS
LIKELY TO BE SUED AS

THEIR GLOBAL
COUNTERPARTS.



a federal district court. A fraudster con-
ceives of a scheme where he approaches
memb ers of h is chu rch a nd of fers to
share his investment advice. His goal, he
claims, is to help members of his con-
gregat ion become wealthy in their ow n
right, so that they, too, can give back to
the church and their community. In order
to attract investors, the fraudster becomes
ver y act ive in pursuing extra-curr icu-
lar ac t iv i t ie s , such as j oi ni ng chu rch
groups and expanding his social circle.
As he meets more people, he grows his
potential pool of investors. At each meet-

ing, he produces glossy brochures,
tout ing above-normal returns in a
ver y shor t per iod of t ime. During
his pitch, he always tells them, “Your
money w il l be invested for so litt le
t ime that you won’t even know it’s
missing. And, when you get it back,
you’l l have tw ice as much!” Once he
recognizes that someone has taken

the bait, the fraudster begins pressuring
t he p otent ia l investor, urg ing him to
move quickly or r isk missing out on a
once in a lifet ime oppor tunit y.

As a n o t h e r p a r t of t h e e l a b o r at e
scheme, and in order to create a false
sense of securit y, the fraudster creates a
“management and oversight agency” to
hold the investors’ monies and monitor
their investments. He informs the poten-
t ial investors that the management and
oversight agency is an independent entity
that will super vise the investment prod-
ucts he is sel l ing. He claims that if the
agency determines that there is a risk of
loss, it w il l require that he refund the
principle investment to the investor. As
added comfort, the fraudster says that the
agency provides insurance that protects
both the principal amount and also the
interest on their investment. Either way,
it’s a w in-w in situat ion for investors—
or so the fraudster claims.

Once the investors are convinced, they
are required to contribute a minimum of
$1,000, which is not recoverable for at
least 90 days. At the end of the 90 day
period, the investor is to receive his prin-
cipa l and prof its , minus a s ig nif icant
commission to be paid to a company ulti-
mately owned by the fraudster. This, how-
ever, does not occur. The monies returned

are not gains on investments, but rather
addit ional funds col lected from other
hapless investors. As another part of the
elaborate scheme, the fraudster gener-
ates false account statements purport-
ing to show the significant return on the
init ial investment.

As t h e f r au d s t e r at t r a c t s m o re
investors, he takes the money that was
held by the so-cal led independent man-
agement and oversight agency and trans-
fers the funds to accounts held by his
ow n financial ser v ices company. Dur-
ing the course of the scam, the fraud-
ster transfers millions of dollars into his
ow n personal bank accounts and subse-
quent ly ma kes s i g ni f ic ant c ash w it h-
drawals. At the beginning of the scheme,
the fraudster maintains the accounts for
the agenc y and his ow n financial ser-
v ices company at the same local finan-
c i a l i n s t i t ut i o n . How e ve r, o n c e h i s
accounts are flagged for suspicious activ-
it y and he is notified that the bank w il l
be closing his accounts due to that activ-
ity, the fraudster seeks another bank that
w il l be more accommodating.

This “f r iend l ier” ban k is , in fac t , a
large bank with branches throughout the
Un ite d St ate s . Ig nor i ng t he re d f l a g s
raised by the prev ious bank, this new
financial institution offers the fraudster
carte blanche. The new bank permits the
fraudster to open several accounts despite
obvious suspicious act iv it y. The fraud-
ster tel ls the new bank that he is mov-
ing his accounts f rom t he lo c a l ban k
because he believes it is not “business
fr iendly.” The new bank makes no effort
to contact the fraudster’s former bank.
If the bank actually did its due diligence,
it would discover that the pr ior bank
closed the accounts because the trans-
act ions being conducted were not con-
sistent with a legitimate business. In fact,
if the larger bank engaged in a cursor y
search of publicly available databases,
it would discover that its new customer
has an extensive record of engaging in
decept ive—and even cr iminal—busi-
ness pract ices. None of this is done.

O n c e t h e f r au d s t e r op e n s h i s n e w
accounts for the financial ser vices com-
p any at t he new ban k, he t hen op ens
accounts for the management and over-
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sight agency to collect investor funds. In
a short period of t ime, mil lions of dol-
l a r s a re d e p o s i t e d i nt o t h e a g e n c y ’s
accounts, most of which are subsequently
transferred into the fraudster’s corporate
accounts . The f raudster, in just a few
s h or t we ek s , w i t h d r aw s m ore t h a n
$300,000. Despite this highly irregular activ-
ity, the financial institution never makes
any inquiries regarding the suspicious
withdrawals. To the contrary, the bank actu-
ally makes the fraudster’s life easier by
implementing a procedure where he, or
one of his agents, never needs to set foot
into a bank branch; instead, they can
pick up large amounts of cash from a
branch’s drive-thru w indow. If the bank
properly applied its KYC protocols, it
would quickly learn that all of the funds
flow ing into the f raudster’s cor porate
accounts came f rom the related man-
agement and oversight agency accounts.
These funds are, in fact, the only source
of income flow ing into the accounts of
the financial ser vices company.

Even though the bank does not imple-
ment its KYC procedures and does not
flag these transactions as they occur, they
still document the activity. Lawyers for the
defrauded investors obtain internal bank
documents revealing the bank’s concern
that some of the accounts related to the
fraudster contain proceeds stemming from
fraudulent act iv it y. The lawyers learn,
after reviewing the documents, that the
bank did freeze one of the accounts at
issue. However, the bank then unfroze the
account a few days later, after the fraud-
ster provided the bank with a business
plan that purportedly legitimized the sus-
picious activity in question. This busi-
ness plan is nonsensical and was plainly
contradicted by the transactions the bank
monitored through the fraudster’s accounts
on a daily basis. By the t ime the bank
takes action to close all of the fraudster’s
accounts, the fraudster has already trans-
ferred millions of dollars from the agency’s
accounts to the financial services company’s
accounts. Once the Ponzi scheme comes
to public light, a receiver is named on
behalf of the fraudster’s corporate enti-
ties. The receiver moves quickly and iden-
tifies the bank. The receiver subsequently
files suit against the bank, seeking dam-

ages for aiding and abetting a breach of
fiduciar y duty, aiding and abetting con-
version, and negligence.

Wh e t h e r t h e b a n k pre v a i l s i n t h i s
act ion is not the most impor tant issue.
Rather, banks must be conscious of the
potential impact that civ i l and criminal
act ions can have on the bank’s abilit y to
continue doing business.

Mitigating risk
In reality, banks cannot eliminate risk;
they can only reduce it. If a plaintiff ’s
lawyer decides that a given inst itut ion
can be held liable (or can be forced into
a quick settlement), a lawsuit w ill likely
be filed. Thus, the key question here is
what can banks do to mitigate their legal
risk? In discussing the term “legal risk,”
it is important to note that financial insti-
tutions can face not only civil liability but
criminal liability as well. To shelter them-
selves, banks must learn how to effec-
t ively manage these r isks and become
more risk averse.

Violat ions of the Bank Secrecy Act,
for example, can subject individual bank
officers and employees to criminal penal-
t ies, including imprisonment and heft y
fines. In addit ion, banks may also face
civ i l l iabilit y, as is show n in the exam-
ple above. Even more unsettling is the fact
that lawyers in a civ i l act ion on behalf
of defrauded investors may point to a
bank’s compliance or non-compliance
w ith the Bank Secrecy Act’s repor t ing
requirements as evidence of liability. Fil-
ing a Suspicious Activ it y Report (SAR),
for example, may keep a financial inst i-
tution from facing criminal liability, but
imputing “knowledge” of the customer’s
f raudulent act iv it ies prov ides lawyers
with legal ammunition to go after a bank
in cour t. The fai lure to fi le a SAR, on
the other hand, may be used as direct
evidence of the bank’s complicit y in the
fraud itself. Some may call this a Hob-
son’s choice, where financial institutions
w il l be caught in the cross-hairs regard-
less of what they do. That view, however,
is somewhat shor tsighted.

In our case study, the fraudster’s bank
clearly v iolated key prov is ions of the
Bank Secrecy Act. By fai l ing to repor t

IN REALITY, BANKS
CANNOT ELIMINATE
RISK; THEY CAN
ONLY REDUCE IT.



the suspicious transactions that the bank’s
own internal documents confirmed were
detected, the bank, as well as its officers
and employees, exposed itself to poten-
tial criminal liability. Indeed, if it were
established that the bank knowingly failed
to report the customer’s suspicious activ-
it y—and the facts as recounted above
s t ron g l y s u g ge s t t h at t h e b a n k k n e w
exactly what was going on—the penal-
ties could be crippling. The consequences
of a criminal prosecution are grave. The
effect of arrests, indictments, and guilty
pleas, which carr y stiff financial penal-
t ies, can jeopardize a bank’s abilit y to
continue operating. Moreover, the neg-
ative publicity stemming from a crimi-
nal investigation will severely undermine
investor confidence, to say nothing of
those exist ing customers who maintain
accounts at the par t icular bank under
invest igat ion. Thus, a bank’s first and
foremost focus should be complying with
the Bank Secrecy Act.

T hat s a id , i f a g roup of def r aude d
investors or other plaint iffs sue a finan-
c i a l i n s t i t u t i o n , t h e b a n k w i l l h ave
defenses. Cour ts around the U.S. have
recognized various defenses based on a
lack of knowledge and the absence of a
fiduciar y dut y. However, these defenses
are far from perfect. Juries, not judges,
are usually charged with resolving ques-
t ions of knowledge, which means that a
bank may find itself locked in protracted
l i t i gat ion c u l minat ing i n a r isk y a nd
costly tr ial . Once the case goes to the
jur y, a bank loses al l abilit y to control
its outcome. Other defenses, including

a lack of fiduciar y dut y, may only fur-
ther complicate matters. A bank claim-
ing the absence of a fiduciar y dut y to
non-customers cannot simply overlook
its own customers’ suspicious activit ies.
If a transaction raises a red flag, the Bank
Secrecy Act compels the fi ling of a SAR,
re g a rd l e s s of t he c i rc u m s t a nce s s u r -
rounding the transfer. The fai lure to do
so could lead to criminal penalt ies.

Currently, lit igation against financial
i n s t i t ut i on s on b e h a l f of d e f r au d e d
investors is still at a budding stage. As courts
across the U.S. hear specific lawsuits and
issue rulings concerning various theories
of relief and available defenses, the con-
tours of the legal landscape w ill become
clearer. This, in turn, will allow financial
institutions, their officers, and their attor-
neys to map out even more effective risk-
mitigating strategies. For now, the best
adv ice for f inancia l inst i tut ions is to
ensure that they are comply ing w ith all
aspec ts of the Bank Secrec y Ac t , that
their internal compliance programs are
up to date, and that their officers, direc-
tors, and frontline employees are prop-
erly trained in identify ing the red flags
associated w ith fraud. �
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